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VIV 16 hong an toan thong tin
anh hudéng cao va nghiém
trong trong cac san phim
Microsoft céng bd thang
7/2024.

Kinh gutri: Cac don vi tryc thudc.

Tiép nhan Cong van s6 2005/STTTT-TTCNTTTT ngay 15/7/2024 ciia S¢
Thong tin va Truyén thong vé 16 hong an toan thong tin anh hudng cao va
nghiém trong trong cac san pham Microsoft cong b thang 7/2024.

Ngay 09/07/2024, Microsoft da phat hanh danh sach ban vé thang 07 véi
139 16 hong an toan thong tin trong cic san pham cta minh. Ban phat hanh
thang nay dic biét dang chi y vao cac 16 hong an toan thong tin c6 muc anh
hudng cao va nghiém trong sau: (1) 03 16 hong an toan théng tin CVE-2024-
38074, CVE-2024-38076, CVE-2024-38077 trong Windows Remote Desktop
Licensing Service cho phép ddi tugng tin cong thuc thi ma tir xa; (2) LS hong
an toan théng tin CVE-2024-38060 trong Windows Imaging Component cho
phép ddi twong tin cong thyuc thi ma tir xa; (3) 03 16 hong an toan thong tin
CVE-2024-38023, CVE-2024-38024, CVE-2024-38094 trong Microsoft
SharePoint Server cho phép d6i tugng tin cong thuc thi ma tir xa; (4) LS hong
an toan thong tin CVE-2024-38021 trong Microsoft Office cho phép ddi tuong
tan cong thuc thi ma tir xa; (5) Ld hong an toan thong tin CVE-2024-38080
trong Windows Hyper-V cho phép dbi tuong tan cong thuc hién leo thang dic
quyén. L& hong hién dang bi khai thac trong thuc té; (6) L hong an toan thong
tin CVE-2024-38112 trong Windows MSHTML Platform cho phép ddi tuong
tan cong thyc hién tin cong gia mao (spoofing). LS hong hién dang bi khai thac
trong thyc té.

(Théng tin chi tiét cac 16 hong bdo mdt cé tai phu luc kém theo).

Nham dam bao an toan thong tin cho hé thong thong tin ctia cac don vi,
g6p phan bao dam an toan cho khong gian mang Viét Nam, S¢ Y té yéu cu cac
don vi thuc hién:

1. Kiém tra, ra soat, xac dinh may st dung hé diéu hanh Windows c¢6 kha
nang bi anh hudng. Thuc hién cap nhat ban va kip thoi dé tranh nguy co bi tAn
cOng (tham khdo thong tin tai phu luc kem theo).



2. Tang cudng giam sat va san sang phuong an xt 1y khi phat hién c6 dau
hiéu bi khai thac, tdn cong mang; dong thoi thudng xuyén theo ddi kénh canh
béo clia cic co quan chirc ning va cac to chiic 16n vé an toan thong tin dé phat
hién kip thoi cac nguy co tin cong mang.

3. Trong trudng hop can duoc hd tro cac don vi lién hé Trung tim Giam
sat an toan, an ninh, thong tin mang (qua tong dai dién thogi 1022 hodc thw dién
tie: ioc@ninhthuan.gov.vn).

S6'Y té thong bao va yéu cau cac don vi trién khai thuc hién./.
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Phu luc

THONG TIN VE CAC LO HONG BAO MAT TRONG

SAN PHAM MICROSOFT
(Kém theo Cong vin sé ISYT-KHNVTC ngay | 12024 ciia S Y té)
1. Thong tin cac 16 hong bao mat
STT CVE Mo ta Link tham khao
. Diém  CVSS: 98 https://msrc.microsoft.co
(Nghiém trong) m/update-
8 '~g o guide/vulnerability/CVE-
- M6 ta: Lo hong trong 2024-38074
Windows Remote https://msrc.microsoft.co
CVE-2024-38074 Desktop Licensing Ps: iy ' date- '
1 | CVE-2024-38076 |Service cho phép déi | . paate
IS hie thi guide/vulnerability/CVE-
CVE-2024-38077 | tUong tan cong thyc thi 2024-38076
ma tu xa.
, https: .mi :
- Anh huodng: Windows ttps //TnS/LC r;a:;r_osoft ¢
Server 2008, 2012, 2016, | . peae
2019 2022 guide/vulnerability/CVE-
' ' 2024-38077
- DPiém CVSS: 8.8
(Nghiém trong)
- M6 ta: L& hong trong
Windows Irr]agm;g https://msrc.microsoft.co
Component cho phép doi mfupdate-
2 | CVE-2024-38060 i;r;g’lzgxt:n cong thuc thi quide/vulnerability/CVE-
7 ' 2024-38060
- Anh hudéng: Windows
10, Windows 11,
Windows Server 2008,
2012, 2016, 2019, 2022.
- Piém CVSS: 7.2 | https://msrc.microsoft.co
CVE-2024-38023 | (Nghiém trong) m/update-
3 | CVE-2024-38024 |- Mo ti: L3 héng trong guide/vulnerability/CVE-
- - 2024-38023
CVE-2024-38094 Microsoft SharePoint
Server cho phép dbi | https://msrc.microsoft.co
tuong tin coéng thuc thi m/update-




ma tu xa.

- Anh huéng: Microsoft
SharePoint Server 2019,

Microsoft SharePoint
Enterprise Server 2016,
Microsoft SharePoint
Server Subscription
Edition.

guide/vulnerability/CVE-
2024-38024

https://msrc.microsoft.co
m/update-
guide/vulnerability/CVE-
2024-38094

CVE-2024-38021

- Piém CVSS: 8.8 (Cao)

- Mo ta: LS hong trong
Microsoft Office cho
phép d6i tugng tin cong
thuc thi ma tur xa.

- Anh huéng: Microsoft

Office 2016, 2019,
Microsoft Office LTSC
2021, Microsoft 365

Apps for Enterprise.

https://msrc.microsoft.co
m/update-
guide/vulnerability/CVE-
2024-38021

CVE-2024-38080

- Piém CVSS: 7.8 (Cao)

- Mo ta: Lo hong trong
Windows Hyper-V cho
phép dbi tuong tin cong
thuc hién leo thang dac
quyén. L hong hién dang
bi khai thac trong thuc té.
- Anh hudng: Windows
11, Windows  Server
2022.

https://msrc.microsoft.co
m/update-
guide/vulnerability/CVE-
2024-38080

CVE-2024-38112

- biém CVSS: 7.5 (Cao)

- M6 ta: L hong trong
Windows MSHTML
Platform cho phép dbi
tuong tAn cong thuc hién
tan  cong gia  mao
(spoofing). L& héng hién

https://msrc.microsoft.co
m/update-
guide/vulnerability/CVE-
2024-38112




dang bi khai thac trong
thuc té.

- Anh huong: Windows
10, Windows 11,
Windows Server 2008,
2012, 2016, 2019, 2022.

2. Huéng din khic phuc

Bién phap t6t nhat dé khic phuc 13 cap nhat ban va cho cac 15 hong bao
mat néi trén theo huéng dan cua hiang. Quy don vi tham khéao céc ban cip nhat
pht hop cho céc san pham dang sir dung tai link nguén tham khéo tai myc 1 cia
phu luc.

3. Tai liéu tham khao
https://msrc.microsoft.com/update-guide/

https://www.zerodayinitiative.com/blog/2024/7/9/the-july-2024-security-
update-review
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